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IDENTIFICATION: RestCustomerService No. 2 /IMICL&PELE

Purpose
The purpose of this assignment is to set up Unit test and to provide Cross Origin Resource

Sharing (CORS) of a restful ASP.Net Core Web service. More specifically, to enable Cross
Origin Requests in ASP.Net Core Web API 3.1, alternatively 2.1

Precondition
You must have done the RestCustomerService, as basic information and guidelines are given
in this exercise.

Mission

You are to make and use restful web services based on the ASP.Net Core services by setting

up a server (provider), test the services by use of Fiddler/Postman and create a client (consumer)
using the services provided. On the way you will publish the service to the cloud (Azure). The

service supports the classic GET, POST, PUT and DELETE requests. This we shall do in the

following steps:

Create a project with auto generated service: api/values

Create a model class Customer for customer data

Create a controller CustomerController to provide REST services
Extend CustomerController with a list of customers

Create and provide a controller oriented service in CustomerController
Test the service using Browser/Fiddler/Postman

Create a client/consumer utilizing the service

More services and testing by Fiddler/Postman and client/consumer
Publish to Azure

10. Support simple Cross Origin Resource Sharing (CORS) using Azure
11. Support dedicated Cross Origin Resource Sharing (CORS) in the project
12. Set up a project for Unit test

13. Refactor the consumer code

CoNoO~wWNE

This assignment holds steps 11 — 13, whereas steps 1-10 were done in the previous exercise
RestCustomerService No. 1.

Domain description
Management and administration of customers utilizing web services for the classic operations:

Create (POST)

Read, i.e. Find one or more. (GET)
Update (PUT)

Delete (DELETE)

Reflecting standard Http requests.



When surfing on the net it is easy to find many descriptions more or less useful, and in more
or less updated versions. Here are some:

Useful links for C#:

CORS
https://docs.microsoft.com/en-us/aspnet/web-api/overview/security/enabling-cross-origin-
requests-in-web-api (from the middle enable CORS)

https://docs.microsoft.com/en-us/aspnet/core/security/cors?view=aspnetcore-2.1
Probably the best description holds comparison of Middleware CORS and CORS in MVC

https://stackoverflow.com/questions/44379560/how-to-enable-cors-in-asp-net-core-webapi

https://www.nuget.org/packages/Microsoft. AspNetCore.Cors/

Test
https://code.msdn.microsoft.com/Unit-Testing-with-ASPNET-
1374bcl11/sourcecode?fileld=179451&pathld=1993051352

https://docs.microsoft.com/en-us/aspnet/web-api/overview/testing-and-debugging/unit-
testing-with-aspnet-web-api



https://docs.microsoft.com/en-us/aspnet/web-api/overview/security/enabling-cross-origin-requests-in-web-api
https://docs.microsoft.com/en-us/aspnet/web-api/overview/security/enabling-cross-origin-requests-in-web-api
https://docs.microsoft.com/en-us/aspnet/core/security/cors?view=aspnetcore-2.1
https://stackoverflow.com/questions/44379560/how-to-enable-cors-in-asp-net-core-webapi
https://www.nuget.org/packages/Microsoft.AspNetCore.Cors/
https://code.msdn.microsoft.com/Unit-Testing-with-ASPNET-1374bc11/sourcecode?fileId=179451&pathId=1993051352
https://code.msdn.microsoft.com/Unit-Testing-with-ASPNET-1374bc11/sourcecode?fileId=179451&pathId=1993051352
https://docs.microsoft.com/en-us/aspnet/web-api/overview/testing-and-debugging/unit-testing-with-aspnet-web-api
https://docs.microsoft.com/en-us/aspnet/web-api/overview/testing-and-debugging/unit-testing-with-aspnet-web-api

Assignment 11: Support Cross Origin Resource Sharing (CORS)

You must now extend your Rest Service to support CORS, so your Rest Service (API) can be
consumed in scripting frontend pages, as Javascript/Typescript based application.

In the following we use the MV C approach; i.e. the policies can be different and specified for
be for the whole application service, the controllers and the methods in each controller. In
Appendix C another approach is described.

a. First you need to install NuGet-package, Microsoft. AspNetCore.Cors (2.1.1)
Remember to use the version (2.1.1 or 2.2.0) that fits the your Asp.Net version!
Otherwise an error will be given!!

Maybe you can use Microsoft. AspNet.WebApi.Cors, originally made for
EntityFramework, but I don’t recommend that.
In your project open the NuGet manager and choose the package to be installed:

ﬂ RestCustomerService - Microsoft Visual Studio Y & CQuickLaunch (Ctil+Q) P = B X
Fie Edit View Project Buid Debug Team Tools Architecture Test ReShaper Analze Window Help Peter Levinsky =
Q-0 B2 | Debug - AnycRU - b IS Bxpress (Fiefod) = @ - | 57 -

NuGet: RestCustomerSenvice & X [[QIEGIEEETHI RestCustomerService

+ | Solution Explorer

. ] H-l -5 0 %
Browse  Installed  UpdatesiB NuGet Package Manager: RestCustomerService SR @“'E

8
=
2
i
o Search Solution Explorer (Ctrl+") P
E cors % | ¢ [ Include prerelease Package source: |nugetorg *  § 2] Solution ‘RestCustomerSenvice' (1 project
g 4 ] RestCustomerService
g - . - G Connected Services
i i3l Microsoft AspNet.WebA... & b Propertes
¢ | ner  Microsoft.AspNet WebApi.Cors @ by Microsoft 7.63M downloads vi26 b o References
3 This package contains the components to enable Cross-Origin Resource Sharing App_Data
T (CORS) in ASP.NET Web API. Version: |Latest stable 5.26 = Install b App_Start
k] B
= IR i . b Areas
] B Microsoft.Owin.Cors & by Microsoft, 5.17M downloads V400 b Content
7 This package contains the components to enable Cross-Origin Resource Sharing () Options b Contrallers
; (CORS) in OWIN middleware. b fonts
TR . . - Models
3 B Simple.Owin.Cors by Mark Rendle, 6.66K downloads vor.2.52227 Description b Scripts
o CORS-handling middleware for OWIN. This package contains the components to enable b Views
8 Cross-Origin Resource Sharing (CORS) in ASP.INET .
F Web APl b {1 Applicationinsights.config
2 . e o [ favicon.ico

B WebAPI2.CORS.Authentication by Blaise Liu, 14.4K downloads V101 Version: 525 b & Globalasax

Build a WebAPI project first. Then NuGet this package to enable CORS Authentication.
P peckaa Author(s):  Microsoft a packagesconfig
b ) Web.config
License: hittp://www.microsoft.com/web/
GraphiteWeb.Cors by Mike O'Brien, 4.64K downloads V10136 webpi/eula/
net Jibrary_eula_ENU htm

‘Adds CORS support to the Graphite Web Framework,
Date published: Friday, May 11, 2018 (5/11/201)

- Project URL:  httpsy//www.asp.net/web-api

Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, Report Abuse:  https://www.nuget.org/packages/

third-party packages. Microsoft AspNet WebApi.Cors/3.2.
6/ReportAbuse
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and yes ... It takes a little time.....



In the following we use the MV C approach; i.e. the rules/policies are specific for the service,
for each controller and each method.

a. Inthe solution (Solution Explorer) open the file Startup.cs.
In the ConfigureServices method, add various policies like:

services.AddCors(options =>

{
options.AddPolicy("AllowSpecificOrigin",
builder => builder.WithOrigins("http://zealand.dk")).
AllowAnyMethod().
AllowAnyHeader();
options.AddPolicy("AllowAnyOrigin",
builder => builder.AllowAnyOrigin().
AllowAnyMethod().
AllowAnyHeader());
1
options.AddPolicy("AllowAnyOriginGetPost",
builder => builder.AllowAnyOrigin().
WithMethods ("GET", "PUT").
AllowAnyHeader());
1

b. Still in the class, Startup.cs. In the Configure-method, before app.UseAuthorization()
and after app.UseRouting() add the line:

app.UseCors("AllowAnyOriginGetPut"); // or another policy

We are now ready to test the new project by setting up a Preflight Request using
Fiddler/Postman.

c. Tryto send a Preflight Request from Fiddler/Postman
Be aware that you must:
Click on Composer
Choose OPTIONS
Define the Content-Type: application/json
Define Origin: easj.dk //or similar
Define Access-Control-Request-Method: ANY or GET, POST, PUT //or more

®o0 o

It will look something like this:


http://zealand.dk/

Parsed Raw  Seratchpad Options

‘OPTIONS v ‘ ‘https:]}Iocalhost:44313/api/wstomer

v\ ‘HTTP/LI

Accept: */*

User-Agent: Fiddler

Host: localhost:44313

Content-Type: application/json
Content-Length: 0

Origin: eagj.dk
Access-ControlRequest-Method: GET, POST




Click on Execute and hopefully the Response will look something like this:

|OF'TIONS lapilcustomer HTTP/1.1
Client A
Accept: */*
User-Agent: Fiddler
Entity
Content-Length: 0
Content-Type: application/json
Miscellaneous
Access-Control-Request-Method: GET, POST
Security
Origin: easj.dk
Transport w

Transformer || Headers TextView Syntax\View ImageView HexView WebView Auth Caching Cookies
Raw JSON XML

HTTP/1.1 204 No Content
Cache
Date: Mon, 22 Oct 2018 16:31:12 GMT
Miscellaneous
Server: Kestrel
X-Powered-By: ASP.NET
X-SourceFiles: =?UTF-8?B?QzpcRCBEcmI2ZZVxVbmRIcnZpc25pbmdcQ29kcOMiXFNvbHV0aWouclxSZXN0Q3Vzd GOt TZ2X12aW
Security
Access-Control-Allow-Methods: "GET, POST"
Access-Control-Allow-Origin: *

Notice the Security: Access-Controls- answers. This means the service is ready for
communication with the client (Javascript/Typescript/Fiddler etc.)

d. Now try to invoke the methods GET, POST etc. from Fiddler.

e. Publish your service in Azure in a new Web-App and also set up a Preflight Request
similar as the one for Localhost.
Unfortunately you probably get a 301/502 error security error.
Why?
The issue is that if your project was created it was configured for Https and Fiddler
uses Http-scheme for Azure. Read on...

f. GO tO your Azure Portal Home > miclRestCustomerServiceCoreX - Custom domains
a. Open your Web-App prOjeCt . miFIRestCustomerServiceCoreX - Custom domains
b. Find Custom domains in the « Ureresn 2 raas
left scroll-bar Settings R
C. Set Https_only to OFF | Application settings Custom Hostnames
d. CI |Ck REfreSh Authentication / Authorization .
@ Application Insights Configure and manage custom hostname
your app Learn more
& Managed service identity
& Backups °
&8 Custom domains o HITPS Only: © =
O SsL settings
£ >

g. Now set up a Preflight Request similar as the one for Localhost.
Finally try to invoke the methods GET, POST, PUT etc. from Fiddler.

NEARLY DONE !!



The next questions are for the fast students.
For even more detailed CORS setup, one can specify policy for the controller suppressing
the service policy. Furthermore, one can specify the policy for each method, suppressing

the controller- policy.

a. In the controller, CustomerController, specify the policy you want on the controller
itself, suppressing the service policy; like:

[Route("[controller]")]
[EnableCors("AllowAnyOrigin")]
[ApiController]

b. Still the controller, specify the policy for the methods, suppressing the controller-policy.

[HttpGet()]
[DisableCors]
// disable the controller policy

[HttpGet("{id}")]
// no policy i.e. inherits the controller policy

[HttpDelete("{id}")]
// no policy i.e. inherits the controller policy

[HttpPost]
[EnableCors("AllowSpecifOrigin™)]

c. Publish again in Azure, and check your new configuration using Fiddler or
Postman like in previous assignment.



Assignment 12: Testing your REST service
To be sure that your REST service are working correctly, you make a component test (Unit
test) of the controller.

When testing you first create a test-project, then implement the test methods and finally run
the test.

a. Inyour solution you have to create a new project for testing purpose.
In your solution right-click to add a new project.
Choose Test and then pick MSTest test project (.Net core) and give it a name e.g.:
RestCustomerServiceTest.

Add New Project ? =

b Recent “ Sort by: [Default -] = Search (Crl+E)
4 Installed Ecj IMSTest Test Project (.NET Core) Visual C# Type: Visual C#
H 4 Visual G P~ A project that contains MSTEstL!nittests
Get Started [ xunitTest Project CNET Core) Visual C2 that can run on NET Core on Windows,
inux and MacOS5.
L Windows Universal o
Windows Desktop I‘E Unit Test Project (.NET Framework) Visual C#
Web
Previous Versions m Kamarin.UITest Cross-Platform Test Project Visual C#

NET Core
.MET Standard
9 Android
g Apple TV
Apple Watch
Cloud
Cross-Platform
b Extensibility

i0S Extensions

iPhone & iPad

Test

WCF
b Azure Data Lake
b Azure Stream Analytics
b Other Languages

[N

Nanandanc: Walidation -

1 Mot finding what you are looking for?

Open Visual Studio Installer

MName: |Re5tCustomerServiceTe5t

Location: Ci\Users\EAS/\Source\Repos\RestCustomerService - Browse...

Before implementing the test methods, you need two steps:

1. Let your Test-project refer to your Rest-project i.e. at the dependencies right-
click and add a reference to the rest-project in your ‘Projects’.

2. To your Test-project add a NuGet package, browse for ‘mvc.core’ choose
Microsoft.AspNetCore.Mvc.Core.
IF you later are making a test on a Rest-project utilizing a database you
might also need System.Data.SQLClient.
Maybe not be necessary IF you have clicked and accepted all Updates in
NuGet.
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Implement your Test Methods by instantiate an object of your CustomerController
and call some methods and assert the result.

Run your Test by right-click and run Test.



Assignment 13: Refactor the consumer code

Refactoring is about making the code either smarter (faster, better overview, library usage) or
downsizing the number of code lines!

Take a look at your consumer code.

Its messy and a lot of stuff in one sequence.... A more structured approach and program is
beneficial.

Can you do something about it?!

CONGRATULATIONS YOU NOW HAVE A PROFFESIONAL RESTFUL WEB
SERVICE
Now you and others can later utilize your rest service from Typescript/Javascript etc..



Appendix A: Running from Fiddler/Postman

This a is an example for using a service add on two integers. It will be similar for services on
customers.

Try to invoke the method from Fiddler/Postman
Be aware that you must:
f. Click on Composer
g. Choose POST
h. Define the Content-Type: application/json
i. Request body must hold the Customer as a Json-string

It will look something like this:

4 Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help GET/book {4 Geofdge

A\ The system proxy was changed. Click to reenable capturing.

43 Replay W~ b Go | ¥ Stream [illi Decode = Keep: All sessions ~ &) Any Process 4 Find [l Save |18 () @ Browse - < Clear Cache

# Resut Proto Host URL* [E g [ Fiters = Timelne

. y @ Statistics & Inspectors # AutoResponder # Composer s FiddlerScript

Use this page to compose a Request. You can dlone a prior request by dragging and dropping a session from |RRSRIA
the Web Sessions list.

Parsed Raw  Scatchpad Options

8 WinConfig

POST | |nttps:/flocalhost: +4343/api/caliator /add v|[pre1 | B LogRequests

~
User-Agent: Fiddler ] | tetery
Host: locahost:44343 localhost: 44387/
Content-Type: application/json| B localhost: 44387/
Content-Length: 14 Blocalhost: 44387/
Blocalhost: 44387/
localhost: 44387/¢
Uploadfile.. & localhost: 44387/
& localhost: 44387/
& localhost: 44387/

v

localhost: 44387/
locahost: 44387/;
B midrestcaluator
B micrestcaluator
B micrestcalculator
a i . N v micrestcalculator .,
< > :

< >
= Al Processes 1/199  http://micrestcustomercore.azurewebsites.net/api/ customer

1 O

Click on Execute and hopefully you get the sum.



Appendix B: MVC CORS (Needed for ASP.Net 3.1)

This section describes how to extend your Rest Service to support CORS, so your Rest Service
(API) can be consumed in scripting frontend pages, as Javascript/Typescript based application.
In the following we use the MVC approach; i.e. the rules/policies are specific for the service,
for each controller and each method.

d. First you need to install NuGet-package, Microsoft.AspNet.Core.Cors.
Remember to use the version (2.1.1 or 2.2.0) that fits the your Asp.Net version!
Otherwise an error will be given!!

In your project open the NuGet manager and choose the package to be installed:

ﬂ RestCustomerService - Microsoft Visual Studio ¥ & Quicklaunch (Ctrl+0Y Pl B x
File Edit View Project Build Debug Team Tools Architecture Test ReSharper Analyze  Window Help Peter Levinsky -
0~ | B2 W w| - -‘ Debug = AnyCPU - b IS Express (Firefox) - ¢4 v| N

el NuGet: RestCustomersenvice + X [ oI E et

RestCustomerService ~ | Solution Explorer

@E-o-50 8@ A

Browse  Installed  Updatesi NuGet Package Manager: RestCustomerService
Search Solution Explorer (Ctrl+") P~
cor x| G D Include prerelease Package source: |nugetorg = & [ Solution ‘RestCustornerService' (1 project)

4 ] RestCustomerService
& Connected Services

Gl Microsoft AspNet WebA... & 1 b Properies

b vB References
Version; | Latest stable 326 - Install

ner Microsoft.AspNet.WebApi.Cors @ by Microsoft, 7.63M downloads vi26 s

This package contains the components to enable Cross-Origin Resource Sharing
(CORS) in ASP.NET Web API.

App_Data

3 App_Start
i . b Areas
e Microsoft.Qwin.Cors & by Microsoft, 5.17M downloads b Content
This package contains the compenents te enable Cross-Origin Resource Sharing '\':'f;‘ Options b Controllers
(CORS) in OWIN middleware. b fonts
. § X - Models
e Simple.Owin.Cors by Mark Rendle, 6.66K downloads v0.1.2.5227 Description ) Seripts
CORS-handling middleware for OWIN. This package contains the cemponents to enable b Views
Cross-Origin Resource Sharing (CORS) in ASP.NET b Vj Applicationinsights.config
Web API. "
. L N c faviconico
e :V;bﬁ:I:AEOR.S.A;lth=T2t|::t|Gon :y B\als: Liu, 14.4|;ducvl«]nR\uSaAdsh V101 Version: 525 b & Globalasax
uild a Wel roject first. Then NuGet this package to enable uthentication.
Pl pectad Author(s): Microsoft ¥ peckagesconfig
b {1 Web.config
License: http://www.microsoft.com/web/
GraphiteWeb.Cors by Mike O'Brien, 4.64K downloads v1.0136 webpi/eula/
net_library_eula_ENU.htm

Adds CORS support te the Graphite Web Framework.
Date published: Friday, May 11, 2018 (3/11/2018)

- Project URL:  https://www.asp.net/web-zpi
Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, Report Abuse:  https://www.nuget.org/packages/

third-party packages. Microsoft AspNet WebApi.Cors/3.2,
6/ReportAbuse
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In the following we use the MV C approach; i.e. the rules/policies are specific for the service,
for each controller and each method.

e. Inthe solution (Solution Explorer) open the file Startup.cs.
In the ConfigureServices method, add various policies like:

services.AddCors(options =>

{
options.AddPolicy("AllowSpecificOrigin",
builder => builder.WithOrigins("http://zealand.dk")).
AllowAnyMethod().
AllowAnyHeader();
options.AddPolicy("AllowAnyOrigin",
builder => builder.AllowAnyOrigin().
AllowAnyMethod().
AllowAnyHeader());
1
options.AddPolicy("AllowAnyOriginGetPost",
builder => builder.AllowAnyOrigin().
WithMethods ("GET", "PUT").
AllowAnyHeader());
1

. Still in the class, Startup.cs. In the Configure-method, before app.UseAuthorization()
and after app.UseRouting() add the line:

app.UseCors("AllowAnyOriginGetPut"); // or another policy

g. In the controller, CustomerController, specify the policy you want on the controller
itself, suppressing the project policy; like:

[Route("[controller]")]

[EnableCors("AllowAnyOrigin")]
[ApiController]

h. Still the controller, specify the policy for the methods, suppressing the controller-policy.

[HttpDelete("{id}")]
// no policy i.e. inherits the controller policy

[HttpPost]
[EnableCors("AllowSpecifOrigin")]

We are now ready to test the new project by setting up a Preflight Request using
Fiddler/Postman.

i. Just follow the Preflight guideline from assignment 11 d-h.
Check if the different policies actually work...?!!


http://zealand.dk/

Investigate more by yourself.

Appendix C: Middleware CORS (ASP.Net 2.1)

This section describes how to extend your Rest Service to support CORS, so your Rest Service
(API) can be consumed in scripting frontend pages, as Javascript/Typescript based application.
In the following we use the Middleware approach; i.e. the rules/policies will be valid for the
whole application service (all controllers and all methods follow the rules).

a.

First you need to install NuGet-package, Microsoft.AspNet.Core.Cors.
Remember to use the version (2.1.1 or 2.2.0) that fits the your Asp.Net version!
Otherwise an error will be given!!

In your project open the NuGet manager and choose the package to be installed:

ﬂ RestCustomerService - Microsoft Visual Studio Y & QuickLaunch (Ctil+Q) P = B x
File Edit View Project Build Debug Team Tools Architecture Test ReSharper Anahze Window Help Peter Levinsky ~
- | B2 W w| - " Debug = AnyCPU = 1ISExpress (Firefor) = ¢ '| A

NuGet: RestCustomerSenvice + X [[QIEGIEEEIS RestCustomerService

Solution Explorer

. . P
Browse  Installed  Updates NuGet Package Manager: RestCustomerService @E-o-56dm| s

Search Solution Explorer (Ctrl+) P
cors % | & [ Include prerlease Package source: |nuget.org = & {3 Solution ‘RestCustomerService' (1 project)

4 5] RestCustomerService
&> Connected Services

Y3 Microsoft AspNetWebA... & 1 b Propertes

8
2
3
o
g
¢ | ngr Microsoft.AspNet WebApi.Cors @ by Microsoft, 7.63M downloads w526 &b b ol References
3 This package contains the compenents te enable Cross-Origin Resource Sharing App_Data
o (CORS) in ASP.NET Web API. Version: | Latest stable 5.26  ~ Install b App_Start
g .
g . . 3 Areas
8 e Microsoft.Owin.Cors & by Microsoft, 5.17M downloads b Content
= This package contains the compenents te enable Cross-Origin Resource Sharing "f) Options 3 Controllers
a (CORS) in OWIN middleware. b fonts
*é . . . - Models
] e Simple.Owin.Cors by Mark Rendle, 6.66K downlozds v0.1.2.52227 Description b Seripts
i CORS-handling middleware for OWIN, This package contains the components to enable b Views
] Cross-Origin Resource Sharing (CORS) in ASP.INET b ) Applicationinsights.config
T Web API, '
2 . L L € [ favicon.ico
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License: hittp://www.microsoft.com/web/
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Adds CORS support to the Graphite Web Framewark,
Date published: Friday, May 11, 201 (5/11/2018)
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In the following we use the Middleware approach; i.e. the rules/policies will be valid for the
whole application service (all controllers and all methods follow the rules).

a. Inthe solution (Solution Explorer) open the file Startup.cs.
In the ConfigureServices method, add the line

services.AddCors () ;

b. Still in the class, Startup.cs.
In the Configure-method, before the app.UseMvc() call, add the lines:

app.UseCors (
options =>
{options.AllowAnyOrigin () .AllowAnyMethod () ;
// allow everything from anywhere
1)

We are now ready to test the new project by setting up a Preflight Request using
Fiddler/Postman.

T



